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The Enablers of Critical Operations at Sea
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What we have seen so far for robbery & piracy in this pandemic (1/2)

Commentary: COVID-19 is Piracy is on the rise, and coronavirus could
accelerating maritime insecurity in make it worse
Southeast Asia .

Continuation of illegal, | Ships being attacked in Increase in illicit
unreported and undeveloped countries | maritime trading, rise
unregulated fishing due to economic in migration &
incidents instability and become governments are
easy prey for local overwhelmed; focusing
criminal gangs on health systems and
unemployment
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What we have seen so far for robbery & piracy in this pandemic (2/2)

Surge of Piracy amid Coconavirus Outbreak Will Covid-19 Trigger a Tsunami of
e Crime in Southeast Asia?

The surge in piracy Large numbers of
attacks can be directly vessels at anchor in
linked to flaws in the ports due to falling
security management demand for shipping
of the ports and provide a target-rich
shipping lanes & how environment for
the ships are stranded maritime criminals

Ships anchored at
approved zones for
crew change becomes
an easy target for
robbery/theft by small
boats at night
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Do not forget about Cyber-Attacks i.e., the new disruptor

. . ” Shipping line CMA CGM suspects data Shipping industry hit by multiple cyber attacks
FireEye discovered SolarWinds breach S o yber sach P

while probing own hack

Data breach caused Sophisticated cyber
shut down access to attack against IT
online services after systems that even
malware targeted the J when a robust security
peripheral servers measures are in place

Cyber-Attacks hidden
in another software
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COVID-19 corner-cutting places too much risk in the international shipping

system

- Government regulators in flag and port
states have chosen to suspend the

application and enforcement of critical OUR INTERNATIONAL
RULES SYSTEM

rules
- With shore leave severely curtailed, Sy
seafarers are being prevented from BEYOND THE

taking portions of their non-working time
ashore and away from their workplace

- Unsafe manning is a threat to the safety
and security of the crew, the ship, and L e
the environment SAFE MANNING

- Lack of access to approved courses for
maintenance of required certificates and
to retain their positions and employment eSS T=¥S S Z Uity
on vessels
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A strategy to reduce piracy & armed robbery in risky areas must be drawn
on industry resources as a whole, through collaborative measures

Industry S

Increased implementation of relevant self-protection "of Shi‘pT)i.ﬁig and threat awareness

Increased incident reporting to relevant trusted centres

Continued and increased dialogug with key players in the region with a particular focus on the risk areas,

Government and Navy on thQSS‘ e of piracy and armed robbery
Continued and increased dibc?% with key regional stakeholders on the issue of piracy and armed
robbery {
Increased engagement with non-regional stakeholders, including States, regional organisations, and
militaries on the issue of piracy and armed robbery to deliver observable results in the region e.g.,
deployment of non-regional military assets
Increased public awareness of the problem of piracy and armed robbery in the region and its affects on
seafarers and international trade, through awareness-raising campaign

International Community i

e |IMO - establishment of a technical group to address pﬁcl(;%nd armed robbery in high-risk regions

e UN - Renewed Security Council Resolution on piracy infh&region

e Prosecuting Maritime Piracy in the International Crimin\a glrt (ICC)

e G7++ FOGG - clear engagement on the operational issues of regional maritime security and specifically
GoG MSA.
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